Para informacion en espaiiol, visitevw.consumerfinance.gov/learnmarescribe a la
Consumer Financial Protection Bureau, 1700 G Sthe&V., Washington, DC 20552.

Remedying the Effects of Identity Theft

You are receiving this information because youehaetified a consumer reporting

agency that you believe that you are a victim ehiity theft. Identity theft occurs when
someone uses your name, Social Security number ofiairth, or other identifying information,
without authority, to commit fraud. For examplepreone may have committed identity theft by
using your personal information to open a creditl @ccount or get a loan in your name. For
more information, visitvww.consumerfinance.gov/learnmasewrite to: Consumer Financial
Protection Bureau, 1700 G Street N.W., Washingiit ,20552.

The Fair Credit Reporting Act (FCRA) gives you dfie rights when you are, or believe

that you are, the victim of identity theft. Hesea brief summary of the rights designed to help
you recover from identity theft.

1. You have the right to ask that nationwide consumereporting agencies place “fraud

alerts” in your file to let potential creditors and others know that you may be a victim

of identity theft. A fraud alert can make it more difficult for soome to get credit in your
name because it tells creditors to follow certaimcpdures to protect you. It also may delay
your ability to obtain credit. You may place audsalert in your file by calling just one of
the three nationwide consumer reporting agendiessoon as that agency processes your
fraud alert, it will notify the other two, whicheh also must place fraud alerts in your file.

» Equifax: 1-800-525-628%yww.equifax.com
* Experian: 1-888-397-3742;ww.experian.com
* TransUnion: 1-800-680-728%ww.transunion.com

An initial fraud alert stays in your file for atdst one year. An extended alert stays in your
file for seven years. To place either of thesetsl@ consumer reporting agency will require
you to provide appropriate proof of your identiyhich may include your Social Security
number. If you ask for an extended alert, you hatVe to provide an identity theft report.
An identity theft report includes a copy of a rapgu have filed with a federal, state, or
local law enforcement agency, and additional infation a consumer reporting agency may
require you to submit. For more detailed informatabout the identity theft report, visit
www.consumerfinance.gov/learnmore

. You have the right to free copies of the informatia in your file (your “file disclosure”).

An initial fraud alert entitles you to a copy of e information in your file at each of the
three nationwide agencies, and an extended algtiesryou to two free file disclosures in a
12-month period following the placing of the alefihese additional disclosures may help
you detect signs of fraud, for example, whethendrdent accounts have been opened in
your name or whether someone has reported a climyger address. Once a year, you also
have the right to a free copy of the informatioryaur file at any consumer reporting agency,
if you believe it has inaccurate information dudriud, such as identity theft. You also




have the ability to obtain additional free file d@sures under other provisions of the FCRA.
Seewww.consumerfinance.gov/learnmore

. You have the right to obtain documents relating tdraudulent transactions made or
accounts opened using your personal informationA creditor or other business must give
you copies of applications and other business dscaalating to transactions and accounts
that resulted from the theft of your identity, dwyask for them in writing. A business may
ask you for proof of your identity, a police repahd an affidavit before giving you the
documents. It may also specify an address fortg@mend your request. Under certain
circumstances a business can refuse to providevitbithese documents. See
www.consumerfinance.gov/learnmore

. You have the right to obtain information from a delt collector. If you ask, a debt
collector must provide you with certain informatiabout the debt you believe was incurred
in your name by an identity thief — like the nanfi¢h@ creditor and the amount of the debt.

If you believe information in your file results from identity theft, you have the right to

ask that a consumer reporting agency block that irdrmation from your file. An identity
thief may run up bills in your name and not paynthenformation about the unpaid bills
may appear on your consumer report. Should yoiddeo ask a consumer reporting agency
to block the reporting of this information, you migentify the information to block, and
provide the consumer reporting agency with proofafr identity and a copy of your
identity theft report. The consumer reporting axyecan refuse or cancel your request for a
block if, for example, you don’t provide the ne@ysdocumentation, or where the block
results from an error or a material misrepresemtadi fact made by you. If the agency
declines or rescinds the block, it must notify yddnce a debt resulting from identity theft
has been blocked, a person or business with nottidee block may not sell, transfer, or
place the debt for collection.

. You also may prevent businesses from reporting infmation about you to consumer
reporting agencies if you believe the informationg a result of identity theft. To do so,
you must send your request to the address spebiji¢ide business that reports the
information to the consumer reporting agency. baginess will expect you to identify what
information you do not want reported and to proadadentity theft report.

. The following FCRA right applies with respegtrtationwide consumer reporting agencies:
CONSUMERSHAVE THE RIGHT TO OBTAIN A SECURITY FREEZE

You have a right to place a “security freeze” on yor credit report, which will prohibit

a consumer reporting agency from releasing informaon in your credit report without
your express authorization. The security freeze is designed to prevent crexins, and
services from being approved in your name withautryconsent. However, you should be
aware that using a security freeze to take cootrel who gets access to the personal and
financial information in your credit report may dg] interfere with, or prohibit the timely



approval of any subsequent request or applicathennyake regarding a new loan, credit,
mortgage, or any other account involving the extansf credit.

As an alternative to a security freeze, you haeerigfht to place an initial or extended fraud
alert on your credit file at no cost. An initiahtid alert is a 1-year alert that is placed on a
consumer's credit file. Upon seeing a fraud aesplay on a consumer's credit file, a
business is required to take steps to verify thsgmer's identity before extending new
credit. If you are a victim of identity theft, yaue entitled to an extended fraud alert, which
is a fraud alert lasting 7 years.

A security freeze does not apply to a person atyermrr its affiliates, or collection agencies
acting on behalf of the person or entity, with whiyou have an existing account that
requests information in your credit report for theposes of reviewing or collecting the
account. Reviewing the account includes activiteated to account maintenance,
monitoring, credit line increases, and account aggs and enhancements.

To learn more about identity theft and how tol deth its consequences, visit
www.consumerfinance.gov/learnmoa write to the Consumer Financial Protectionezur.
You may have additional rights under state lawr Rore information, contact your local
consumer protection agency or your state Attornegesal.

In addition to the new rights and proceduresaip ltonsumers deal with the effects of
identity theft, the FCRA has many other importasrisumer protections. They are described in
more detail atvww.consumerfinance.gov/learnmore




